
Model-Based fRamework for dependable sensing and Actuation in 
INtelligent decentralised IoT systems

The BRAIN-IoT project focuses on the realisation of the BRAIN-IoT Platform, a meta 
operating systems for the implementation and execution of decentralised IoT applications 
with edge computing capacity, in a computing continuum with the cloud. Such a platform 
aims to reduce the effort of developing, validating, operating, and monitoring IoT systems 
based on new and existing IoT Services.

What is the project?

Brain-IoT

BRAIN-IoT aims to establish a framework and methodology that supports smart cooperative 
behaviour in decentralised and dynamic federations of heterogeneous IoT (Internet of 
Things) platforms. 
 
The BRAIN-IoT project has four objectives:

 ཛྷ Facilitate the specification and design of complex IoT systems
 ཛྷ Enable self-adaptive deployment and management of distributed IoT systems 
 ཛྷ Enforce security, privacy and safety
 ཛྷ Validate complex IoT systems validation

Our role in the project

Based on our strong expertise in cyber defence, including risk assessment, 
threat analysis as well as authentification, access control and encryption, we 
enforce the security in the BRAIN-IoT platform. Together with the project 
partners, we have defined a methodology to evaluate and analyse the potential 
security risks and provide relevant defence solutions.



In parallel we have developped the IoT Fingerprint solution to help solve the issue of end-
to-end security for a large number of devices, spread into constrained radio protocols 
such as LPWAN.

This security solution provides end-to-end security for IoT systems independently of networks 
and includes slim encryption layer to ensure trustable and optimised data transmission. It 
enables self-registration of devices in a «plug and play» mode, ensuring automatic key renewal 
over constrained protocol.

HORIZON 2020: ec.europa.eu/programmes/horizon2020
BRAIN-IoT: https://www.brain-iot.eu
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This end-to-end security solution is ideal for anyone using 
an LPWAN to transmit sensitive information with battery-
driven sensors as security is not guaranteed throughout the 
value chain by network providers. It ensures unsurpassed 
protection, integrity and privacy. The «plug and play» 
approach focuses on providing two-factor authentification 
for each sensor, without compromising the battery life or 
computing power. IoT Fingerprint is a highly practical solution 
as it is hardware agnostic, independent of the network 
provider and helps to minimise management costs of using 
sensors’ libraries

About IoT Fingerprint

The Risk Assessment methodology comprises of four main steps: 
1. Identification of assets
2. Identification and modelling of threats and vulnerabilities (based on a threats database) 

that target these assets
3. Definition of security objectives that cover the full list of threats
4. Specification of security requirements that implement the security objectives


